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Contexte

Nous avons 2 serveurs DNS principaux qui relient tous nos serveurs. Cependant, afin
d’éviter tout probléme suite a une panne de ces deux services, nous allons créer des
zones secondaires DNS afin de décharger ces deux serveurs. Mais aussi faire en sorte
que nos autres serveurs soient auto-suffisants.

Modification du DNS principal

Se rendre sur « DNS Manager », puis dérouler le nom du serveur, aller dans « Forward
Lookup Zones » et faire un clique-droit sur le nom de votre zone et aller dans
« Properties »
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Aller dans « Zone Transfers » et sélectionner « Allow Zone transfers » puis sélectionner
« Only to the following servers ». Cliquer ensuite sur « Edit » et ajouter les IP de vos
serveurs qui doivent avoir acces au DNS.
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General Start of Authorty (SOA) Mame Servers
WINS Zone Transfers Security

A zone transfer sends a copy of the zone to the servers that request a copy.

Alow zone transfers:
() To any server

() Oy to servers listed on the Name Servers tab
(®) Only to the following servers

IP Address Server FADN

10
Edit
To specify secondary servers to be notified of zone Notify...

updates, click Motify.

Cancel Aeply Help




Allow Zone Transfers

DMS zone:

I

IP addresses of the secondary servers:

IF Address Server FQDM
<Click here to add a...

(@ 10 S .
(@ 10 . .
0 1.
0 10
) 10 A
@ 10 S

Validated

QK
Ok
Ok
(8.4
(8.4
(8.4

Delete
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The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured,
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Allow Zone Transfers
DMS zone:
IF addresses of the secondary servers;
IP Address Server FQDM Validated Delete
<Click here to add an IP Address or DMNS Mame >
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The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.
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Tous les serveurs qui s’affichent avec une croix rouge, ony installera le service DNS.
Cliquer ensuite sur « Ok » puis « Apply »
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General Start of Authority (SOA) Mame Servers
WINS Zone Transfers Security

A zone transfer sends a copy of the zone to the servers that request a copy.

Allow zone transfers:
() To any server
() Oy to servers listed on the Name Servers tab
(@) Only to the following servers

IP Address Server FQDN "
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To specify secondary servers to be notified of zone Notiy
updates, click Motify.

QK Cancel Apphy Help




Installation du service DNS dans Windows Server

Se rendre dans « Server Manager » de Windows Server, puis cliquer sur « Manage - Add

Roles and features »

Add Servers
Create Server Group

‘Server Manager Properties

o Configure this local server

2 Add roles and features

3 Add other servers to manage

4 Create a server group

. 5 Connect this server to doud services

ROLES AND SERVER GROUPS
okes:0 | Server groups: 1 | Servers tota 1

B Local server 1| | @ Allsenvers

@ Manageabity @ Wanagesbity
Events Events.
Services Services
Performance Performance
BPA results BPA results




Cliquer sur « Next » 2 fois de suite

Fﬁ Add Reles and Features Wizard

Before you begin

ore You Begin

Installation Type

Server Selection

- a X

DESTINATION SERVER

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Mext = Install Cancel

Fﬁ Add Roles and Features Wizard

Select installation type

Before You Begin

Installation Type

Server Selection

DESTIMNATION SERVER

Select the installation type. You can install roles and features on a running physical computer or virtual
machineg, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext » Install Cancel




Sélectionner ensuite votre pool de stockage sur lequel vous souhaitez installer le DNS
puis cliquer sur « Next »

& Add Roles and Features Wizard — O K

DESTINATION SERVER

Select destination server

Before You Beqin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool

server Selection () Select a virtual hard disk

Server Roles Server Pool

Features
Fitter: | |
Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown,

| < Previgus | | Mext = Install




Cliquer sur « DNS Server » puis sur la fenétre qui s’ouvre, « Add Features »

= s
[ Add Roles and Features Wizard

Select server roles

Select one or more roles tg

Roles

— | X

DESTINATION SERVER

Active Directory C
Active Directory D
Active Directory Ff
Active Directory Li
Active Directory R
Device Health Attg
DHCP Server
Fax Server

M| File and Storage S
Host Guardian Ser|
Hyper-V
Network Policy an
Print and Docume
Remote Access
Remote Desktop g
Violume Activation|

M Web Server (IIS) (1
Windows Deploym
Windows Server U

& Add Roles and Features Wizard

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DS Server Tools

e ———
X
*

Add features that are required for DNS Server?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

Include management tools (if applicable)

‘Add Featurﬁ| ‘ Cancel ‘

< Previous

Cancel

Install

« Next »

-ﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server selection

Faatures
DME Server

Confirmation

Select one or more roles to install on the selected server.

Roles

] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[C] DHCP Server

] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[1 Hyper-v

[ Metwork Policy and Access Services

[] Print and Document Services

] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

[(m] Web Server (11S) (17 of 43 installed)

] Windows Deployment Services

[] Windows Server Update Services

- O x

DESTINATION SERVER
—_——

Description

Domain Mame System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

< Previous | | Mext =

Cancel

Install
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Puis « Next » deux fois de suite

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
DM Server

Confirmation

- O X

DESTINATION SERVER

. ]
Select one or more features to install on the selected server.
Features Description

b A .NET Framework 3.5 combines the

I [M] .MET Framework 4.7 Features (6 of 7 installed) power of the .NET Framework 2.0

I [ Background Intelligent Transfer Service (BITS) .-'-‘«P_Is 'f""th L=l te;hnologles for
] BitLocker Drive Encryption bmldm.g appllcz!tmns that offer
[ BitLocker Network Unlock appealing user interfaces, protect
[] BranchCache your customers' personal identity
] Client for NFS information, enable seamless and
[] Containers secure communication, and provide
[ Data Center Bridging the ability to model a range of
[] Direct Play business processes.
[] Enhanced Storage
[] Failover Clustering
[ Group Policy Management
[] Host Guardian Hyper-V Support
[ 110 Quality of Service
[] 115 Hostable Web Core
[ Internet Printing Client
[] 1P Address Management (IPAM) Server
[ iSNS Server service V)

*

< Previous | | Next > Install

Fﬁ Add Roles and Features Wizard

DNS Server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

D Server

Confirmation

- O X

DESTINATION SERVER
L ]

Domain Mame System (DMNS) provides a standard metheod for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unigue across a local er wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS5 server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain contraller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role,

< Previous | | MNext »

In=tall
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Cliquer sur « Install » et attendre la fin de Uinstallation

fE Add Roles and Features Wizard — O >
. . . . DESTINATION SERVER
Confirm installation selections CEE—
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
server Salection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these opticnal features, click Previous to clear

Server Roles their check boxes.

Features

DN5 Server DS Server

Remote Server Administration Tools

Raole Administration Tools
DS Server Tools

Export configuration settings
Specify an alternate source path

< Previous MNext = In=tall | | Cancel
Fﬁ Add Roles and Features Wizard — O
. DESTINATION SERVER
Installatlon pngl’ESS NS ——

View installation progress

o Feature installation

instalaion sart on

DMS Server

Remote Server Administration Tools

Role Administration Tools
DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Install Cancel
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Création de la Zone DNS dans notre serveur

Dans DNS Manager, faire clique-droit sur le nom de votre server, puis cliquer sur « New
Zone...»

2 DNS Manager - O x
File Action View Help

e R XEBc=z HEE EE

2 DS

Mame

Configure a DNS Server...

MNew Zone...

| Set Aging/5cavenging for All Zones...
1 Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nsleckup
All Tasks >
View >

Delete
Refresh
Export List...

Properties

Help

Create a new zone,
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Cliquer sur « Next »

* nnicws

Mew Zone Wizard

£ Eh¢-|
i

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
sErver,

A zone translates DNS names to related data, such as IP
addresses or network services,

To continue, dick Next.
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Ici, nous créons une « Secondary zone » car nous voulons fluidifier nos DNS principaux,
et faire en sorte d’avoir une connexion quand ils ne sont plus disponibles.

et - o X
! Mew Zone Wizard *
% Zone Type ?
|| The DMS server supports various types of zones and storage.
4 . 4
R

Select the type of zone you want to create:

() Primary zone
Creates a copy of a zone that can be updated directly on this server.

(®) Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

Store the zone in Active Directory (available only if DNS server is & writeable domain
controller)

Cette zone secondaire est ce qui permettra de décharger nos DNS principaux.



Ensuite, sélectionner « Forward lookup zone »

* nnicws

Mew Zone Wizard

Forward or Reverse Lookup Zone
‘fou can use a zone for forward or reverse lookups.,

£ Eh¢-|

Select the type of lookup zone you want to reate:

(®) Forward lookup zone

A forward lookup zone translates DNS names into IP addresses and provides
information about available network services.

() Reverse lookup zone
A reverse lookup zone translates IP addresses into DNS names.

Cancel
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Renseigner ici le nom de votre zone DNS principale

$ -

Zone Name
What is the name of the new zone?

.

(ﬂ'lbl‘ﬁ Mmoo

The zone name specifies the partion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsaft.com). The zone name is
not the name of the DS server,

Zone name:

Mew Zone Wizard *
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Ensuite, renseigner les IP OU les noms de vos serveurs DNS principaux

® nucuao . %
Mew Zone Wizard *
Master DNS Servers
| The secondary zone is copied from one or more DNS servers, '
- 4
R
Specify the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.
Master Servers:
IP Address Server FQDM Validated Delete
Up
Down
< Back Cancel
Cliquer sur « Finish »
F DRE Rdanace. it
Mew Zone Wizard *
Completing the New Zone Wizard
4
& -—
R

You have successfully completed the New Zone Wizard. You
spedfied the following settings:

Type:  Secondary

A

Lookup type: Forward

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.
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Se rendre dans le dosier « Forward Lookup Zones », Uouvrir et faire un cliquer droit que le
le dossier portant le nom du DNS que vous avez ajouté, puis cliquer sur « Transfer from

Master »
£ DNS Manager - O *
File  Action View Help
e n@XEGC BE § EE
2 DNS -
v _ |:'8:| Zone Not Loaded by DNS Server
~ || Forward Lockup Zones k2
. g- Reload while attempting to load the zone, The transfer of
| Reverse Loo
| Trust Peints Transfer from Master
| Conditional Transfer new copy of zone from Master 5, or on the Action menu, click Refresh,
All Tasks * oting DS zone problems, see Help.
View ¥
Delete
Refresh
Properties

Help

Perform zone transfer from master DNS server if there have been any changes to the zone.
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Rafraichir puis cliquer sur le nom de votre serveur, et faire un clique-droit sur
« Forwarders » et « Properties ». Cliquer sur « Edit » puis renseigner les IP de vos DNS.

* NN Manaae
g DNS Manage

File Action View Help

e HHE=Hm § EE

- O ::.

g:_,‘ DS Name Debug Logging Event Logging Monitoring
= - Forwarders i
~ 3 ﬁ( 5 ::I Forward Lookup Zones Interfaces Advanced Root Hints
v orward Lookup Zones =
g P ::I Reverse Lookup Zones Forwarders are DMNS servers that this server can use to resolve DNS
v e _ jTrust Points queries for records that this server cannot resolve.
| _msdcs =
- _sites ::lCc-nditionaI Forwarders
= _tcp |£]Roct Hints
- IP Address Server FQDM
2 _udp onwarders
Edit Forwarders *
IF addresses of forwarding servers:
IP Address Server FQDN Validated Delete
ick here to add an IP Address or DMNS Mame >
Up
Dawn oot hints if no forwarders are available Edit...

Mumber of seconds before forward queries time out:

3

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.

Cancel

conditional forwarders are defined for a given domain, they will
instead of serverdevel forwarders, To create or view conditional
ers, navigate to the Conditional Forwarders node in the scope

OK Cancel Apply Help
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Eh
File Acticn View Help

= | nFE = H

TEEE

| _msdcs
| _sites

2 Name Debug Logging Ewent Logging Monitoring
o= Interfaces Forwarders Advanced Root Hints
_ jForward Leokup Zones
[ 5 =
JReverse Lookup Zones Forwarders are DNS servers that this server can use to resolve DNS
jTrust Points queries for records that this server cannot resolve.

::l Conditional Forwarders

= 4 l_:]Root Hints
~ - P IP Address Server FQDN
| _udp
Edit Forwarders *
IF addresses of forwarding servers:
IP Address Server FQDN Validated Delete
oK U
QK
Down oot hints if ne forwarders are available Edit...

conditional forwarders are defined for a given domain, they will
instead of serverdevel forwarders. To create or view conditional
ers, navigate to the Conditional Forwarders node in the scope

oK Cancel Apply Help

Mumber of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not

configured.

Cancel

21



Ajouter le serveur en tant que DNS dans la carte réseau

Pour finir, nous allons ajouter en DNS, le serveur lui-méme pour qu’il puisse travailler
tout seul si les deux autres DNS ne sont plus accessibles.

Se rendre dans les parametres de la carte réseau, double-cliquer sur la carte IPV4. Se
rendre dans l'onglet « DNS » et ajouter « 127.0.0.1 ».

Status

T on
vl
v @ Mot ctatie
B Network and Shaing Cart

| Network & Intemet 4 5 + Control Panel » Network and itemet > Nework and Sharing Center

View your basic netwark infarmatinn and cet un cannections.

Control Panel Home R -
| & stns o I T —E—

Change dopte settings 1

Change advanced sharing mantana group Netwodkng

o
[ I pe—
111

Psatge D6 WS

0¥ server acéresses, rerder ofuse:

10—

3 || TCRAP DNS Senver

ons servar:

See also. ‘

Internat Options
Wirndows Defender Frewall

D045 i for this connecton:
[ARegster this comecson's sddresses in OHS
[luse: #his eorrection's DA s in DS regisvation

Network and Sharing Center

Network reset =
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