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I - Prérequis techniques

Serveur avec Proxmox

II - Installation

1. Création de la VM via linterface Proxmox

Sur l'interface de proxmox, créer une VM, 'appeler par exemple « Pfsense » puis
cliquer sur « next ».

- Virtual Machine

Resource Pool:

-

Indiquer le fichier ISO pfsense dans “ISO image” et cliquer sur « next ».

General OS5 System

(@) Use CD/DVD disc image file (iso) Guest 0S:
Storage: local Type: Linux
IS0 image: = aller-v2.8.0-amd64.isd Version: bx-26 Kemnel
() Use physical CDVDVD Drive

() Do not use any media

Advanced

Sélectionner le bon contréleur SCSI puis cliquer sur « next ».



Viirtual Machine

General 0S  System Disks CPU

Graphic card: Default

Machine: Default (i440%)
Firmware

BIOS: Default (SeaBIOS)

© Help

Poursuivez en cliquant sur « next ».

Create: Virtual Machine

General 0S  System |Disks CPU Memory

scsil # [ Disk Bandwidth

Bus/Device: SCsl

SCSI Controller:  VirtlO SCSI single
Storage: NVME

Disk size (GiB): 32

SCSI Controller:  VirtlO SCSI single

Qemu Agent:

Advanced

Cache: Default (Mo cache)
Discard:

10 thread:

Advanced

Sélectionner 1 processeur, 2 coeurs puis cliquer sur « next ».

Important : en cas de besoin de puissance supplémentaire, foujours laisser un

seul processeur et augmenter seulement le nombre de cceurs.

nne

0S System Disks | CPU  Memory

Advanced

Sélectionner 2GB de RAM soit « 2048 » puis cliquer sur « next ».



\irtual Machine

General OS5 System Disks CPU | Memory

Memory (MiB): 2048

Advanced

Cliquer sur « next ».

te: Virtual Machine
General OS5  System Disks CPU Memory |Metwork  Confirm

No network device

Bridge: vmbr0 Model: VirtlO (paravirtualized)

VLAN Tag: MAC address:

Firewall:

pavanc

Voici le réecapitulatif des précédentes actions avant la création de la VM.
Vérifier que tfout est conforme puis cliquer sur « finish ».



te: Virtual Machine
General 0S5 System Disks CPU  Memory Network | Confirm
Key | Value

cores. 2

cpu host

ide2 local:iso/netgate-installer-v2.8.0-amd64.iso,media=cdrom

memory 2048

name PfSense

netl virtio,bridge=vmbr( firewall=1
nodename imcp-grp1

numa 0

ostype 126

scsil NVME:32 iothread=on
scaihw virtio-scsi-single

sockets 1

vmid 100

Start after created

Advanced [ ]

La VM est désormais créée.

2. Configuration réseau du serveur

Apres avoir sélectionné le serveur, accéder au menu « network ».



imcp-grpl - Proxmex Virtual E

c @ Non sécurisé  htps: .20.50.87:8( :0: Fimcp-grp1:4:

x P RO X MD X virtual Environment 9.0.3

Server View & Node “imcp-grp1’
= Datacenter
- imep-grp1 Q Search
101 (UBUNTU) e Alternative Names Type
ummary
= 100 (F‘fSense). enp2s0i0 Network Device
g52 localnetwork (imcp-grp1) [J Notes enx9cB8e99579cdb
£ [ NVME (imcp-grp1) s Shell enp2s0f1 Network Device
] local (imep-grp1) enx9cBe99579cd7

£ (] localHvm (imcp-grp1) enp2s0i2 Network Device
= Network enx9cBe99579cd8

y enp2s0f3 Network Device
Spcenias enx9c8e99579cda

@ DNS Linux Bridge
@ Hosts

A Cuctnm

Puis cliquer sur « Create » et sur « Linux Bridge ».

tual Environment 9.0.3

o

Mode IIl|||'.|:| glFl'I'

Credte
Linarx Bridge
Limnx Bond
Line VLAN

Search
native Mames Type

Network
WS F.lril‘lgq'r f Netwnrk [

OV5 Bond

OVS IntPort Network Device

® Cortificates e

@ DNS wrmibrQ Linux Bridge

Mame. Sutostart
IPwdiCIDR: VLAN aware

Gateway (IPvd) Bridge ports

IPvBICIDR: Comment

Gateway (IPvE):

@ Help Advanced

Cliquer sur « yes » pour appliquer les parametres réseau.



v |

3. Configuration réseau de la VM

Do you want lo apply pending nebwork changes?

Mo

Cliquer sur la VM, puis sur « Hardware », sur « Add » et enfin sur « Network

Device ».

imcp-grp1 - Proxmox Virtual E

c @ Non sécurisé

+

0.20.50.87:8006/#v1:0:=qgemu%2F100:4:=certific

x PRO > MO X virual Environment 9.0.3

Server View

55 Datacenter
[y imcp-gip1
101 (LIRVINTII
100 (PfSense)
g82 localnetwork (imcp-grp1)
£ [] NVME (imcp-grp1)
£ [ local (imep-gp1)
£ (] local-vm (imcp-grp1)

bod Virtual Machine 100 (PfSense) on node ‘imcp-grp1’

& Summary
>_ Console
[J Hardware
& Cloud-nit
& Options
Task History
@ Monitor
Backup
13 Replication
D Snapshots
U Firewall

o' Permissions

Add -
2 | Hard Disk
Import Hard Disk
C.IVDVTY Drive

e

o)

Network Device
EFI1 Disk

TPM State
USB Device
PCI Device
Serial Port
Cloudinit Drive

5 DD

)
Audio Device

VirtlD RNG
Virtiofs

=contentlso::7:

2.00 GiB

2 (1 sockets, 2 cores) [hg
Default (SeaBIOS)
Default

Default (i440fx)

VirtlO SCSI single
local:iso/netgate-installe
NVME:vm-100-disk-0,io
virtio=BC:24:11:33:B1:DA4

Sélectionner « vmbrl » précédemment créé et cliquer sur « next ».

wvmibri

VLAMN Taq:

Firewall

Maodel-

MAC address:

Advanced

Cocher la case « Start at boot » et cliquer sur « ok ».

VirthD [paraviriualized)



Edit: Start at b

Siart at boot:

Modifier le délai au démarrage

Edit: Start/Shutdown order

Start’Shutdown
order:

Stariup delay:

Shutdown timeout:

© Help

La VM est maintenant configurée et préte a étre lancee.

B
) © oW © CroaoCT | & rooig@wam

» S >_ Console [T © o |

Guest not running

® Start Now




4. Installation de Pfsense sur la VM (via I'interface graphique)

==== Helcome to Hetgate pfSense Plus

. Boot Multi user [Enter]l
. Boot Single user

. Escape to loader prompt
Reboot

. Cons: Video

1
2
3
4.
5

Options:
6. Kernel: default/kernel (1 of 1)
. Boot Options

Autoboot in B seconds. [Spacel to pause

Loading kernel...

/boot/kernel/kernel text=Bx1a4c80 text=8xff1868 [

Sélectionner « Accept » et appuyer sur la touche « entrée ».

Important : le clavier est configuré dans I'installateur en mode « QWERTY ».

Netgate Installer - wv1.8-RC

Copyright and Distribution Hotice }

Copyright and Trademark HNotices.

Copyright(c) 2884-2816. Electric Sheep Fencing. LLC ("ESF").
All Rights Reserved.

Copyright(c) 2814-2824. Rubicon Communications, LLC d/b/a NHetgate
("Netgate™).
All Rights Reserved.

All logos, text, and content of ESF and/or Hetgate, including underlying
HTHL code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties., and may not be used or reproduced without the prior
express written permission of ESF and/or Hetgate.

“pfSense” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written

Iw [ ancell
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Sélectionner la premiére ligne « Install pfSense » puis « OK » et appuyer sur
entrée ».

Netgate Installer - v1.8-RC

Helcome }

Helcome to pfSense!

Rescue Shell Launch a shell for rescue operations

[ i nstallInstall Dfﬁense

TS| [Advanced Options] [ Cancel

Install pfSense with the selected configuration file

Presser « entrée » pour continuer.

Netgate Installer - v1.8-RC

{ Network Installation }

Setting up the network to continue the installation.

Sélectionner la premiére interface a configurer « vinetO » et appuyer sur « OK ».
Il S’agit de I'interface WAN.

Netgate Installer - v1.8-RC

HAN Interface Assignment and Configuration

Please select the WAN interface.

tnetd bc:24:11:33:bl:da (active)
vtnetl vtnetl bc:24:11:a3:6a:8c (active)

[ 0K 1 [Cancell
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De retour sur ProxMox, on peut retrouver les interfaces « netO » et « netl » dans
le menu « Hardware » de la VM. On peut ainsi retrouver les adresses MAC. Pour
retourner a la VM, cliquer sur « Console ».

Virtual Machine 100 (PfSense) on node imcp-grp1"

& Summary Add - Remove Edit

>_ Console

[ Hardware
& Cloud-nit BIOS

Display
Machine

SCSI Controller
CD/DVI

Hard Mizk

£ Options

m 2 0 w i F

Task History

@ Monitor

9

Backup

Network Device (net0)
Network Device (net1)

13 Replication
'D Snapshots
U Firewall

11D

o' Permissions

2.00 GiB

2 (1 sockets, 2 cores) [host]

Default (SeaBIOS)

Default

Default (i4408x)

VirtlO SCSI single
local:iso/netgate-installer-v2.8.0-amd64.iso,media=cdrom, size=966536K
NVMF vm-100-dick-N inthread=1 siza=1203

virtio=BC:24:11:33:B1:DA. bridge=vmbr{ firewall=1
virtio=BC:24:11:A3:6A-0C,bridge=vmbr1 firewall=1

De retour sur la VM, modifier « Interface mode » pour le basculer en « static ».

12

NHetgate Installer - v1.8-RC

HAN (vtnetB) Network Hode Setup

Ad just the network operation mode for the HAN (vtnetB)
interface if necessary.

U Use local resolver false

[ 0K 1 [Cancel]l

Continue with the displayed settings



Configurer « IP Address », « Default Gateway » et « DNS Server ».

NHetgate Installer - w1.HB-RC

HAN (vtnetB) Hetwork Mode Setup

Ad just the network operation mode for the HAN (vtnetB)
interface if necessary.

'roceed with the installation

H Interface Hode STATIC
LAN Tagging disabled

I IP Address
G Default Gateway
D DNS Server

[ 0K 1 [Cancell

Continue with the displayed settings

Attribuer une adresse IP dans le méme sous-réseau que ProxMox puis appuyer

sur « OK ».

Hetgate Installer - v1.8-RC

HAN (vtnetB) IP Address Setup

Enter the interface IP Address

18.20.50.88]

[ 0K 1 [Cancell

13



Renseigner 'adresse de la passerelle par défaut puis appuyer sur « OK ».

Hetgate Installer - v1.8-RC

HAH (vtnetB) Default Gateway Setup

Enter the Default Gateway Address

10.208.508.1]]

[ 0K 1] [Cancell

Renseigner 'adresse du serveur DNS puis appuyer sur « OK »,

NHetgate Installer - v1.8-RC

HAN (vtnetB) DNS Server Setup

Enter the DHS Server address

1.1.1.1)

(S [Cancell

14



Une fois que les adresses configurées, sélectionner « false » pour 'option « Use
local resolver » et appuyer sur « OK » puis sur « Continue ».

Hetgate Installer - v1.8-RC

HAN (vtnetB) Network Mode Setup p=———

Ad just the network operation mode for the HAN (vtnetB)
interface if necessary.

>>> Continue Proceed with the installation
H Interface Hode

¥ VLAN Settings VLAN Tagging disabled

I IP Address 18.28.50.88/24

G Default Gateway 18.28.58.1

Use local resolver

[Cancel]l

Use the local DHS resolver (unbound)

Configurer ensuite la deuxieme interface « vtnetl », il s‘agit de l'interface LAN.

NHetgate Installer - v1.8-RC

LAN Interface Assignment and Configuration

Please select the LAN interface.

[ Skip 1 [Cancel]l

15



Sélectionner « STATIC » pour « Interface Mode », configurer « IP Address » et
désactiver le « DHCPD » en sélectionnant « false ».
Une fois les configurations effectuées, appuyer sur « Continue ».

Hetgate Installer - w1.8-RC

LAN (vtnetl) Network HMode Setup }j=——————m-

Ad just the network operation mode for the LAN
(vtnetl) interface if necessary.

»» Continue 'roceed with the installation
M Interface Mode STATIC
V VLAN Settings VLAN Tagging disabled
I IP Address 172.16.8.1/16
D DHCPD Enabled false

[ 0K 1 [Cancell

Continue with the displayed settings

Confirmer 'assignement des interfaces puis appuyer sur « Continue ».

NHetgate Installer - w1.8-RC

Interface Assignment and Configuration

Detected: QEMU Guest

Please confirm the interface assignment to continue with the
installation.

vtnetl (active)

| AN|
WAN vtnetB (active)

Continue I} [Assign/Configurel [

16



Linstalleur vérifie la connexion internet et tente de se connecter aux serveurs
Netgate.

Hetgate Installer - v1.8-RC

Connectivity Check F}

Verifying the Internet connection...

Trying to reach the Netgate Servers, please wait (this
can take a while)...

Appuyer sur « Install CE » pour débuter 'installation de pfSense.

Hetgate Installer - v1.8-RC

{ Active Subscription Validation |

This device does not have an active pfSense Plus subscription.

To purchase pfSense Plus:
Software Store: https://vww.netgate.com/purchase-plus
NDI: 28b9 9982 dc42 9f88 5ab1

and select 'Retry Validation' once purchase is complete.

Or select 'Install CE' to install pfSense CE sofuware.

| SNCSEINNCIE | etry Validation]

17



Sélectionner le systeme de fichier et le format puis appuyer sur « OK ».

NHetgate Installer - v1.B-RC

{ Installation Options |

Please select the File System type and the Partition
Schene.

>> Continue 'roceed with the installation
F File System ZFS (recommended default)
P Partition Scheme GPT (compatible with HBR)

[ 0K 1 [Cancell

Appuyer sur « OK ».

Metgate Installer - v1.8-RC

ZF5 Virtual Device Type Configuration

Select the 2FS5 Virtual Device configuration
type.

Ho Redundancy

[Cancell

[1+ Disks] Striping

18



Sélectionner le disque & utiliser puis appuyer sur « OK ».

1 Disk Selection |

Select the disk(s) for software installation.

ad326 <OEMU QEMU HARDD

[ 0K 1 [Cancell

Sélectionner la version de pfSense a installer puis appuyer sur « OK ».

| Software Version to Install

Select the version of pfSense CE to install.

a8e-2_8 Current Stable Version (2.8.1)
AAA1-2 8 A Previous Stable Version (2.8.8)
8882-2.7.2 Previous Stable Version (2.7.2)

[ 0K ] [Cancell

Linstallation se lance.

19



Linstallation est terminée.

On peut donc reboot la VM.

20



4 Complete |

Installation of pfSense complete! Hould you
like to reboot into the installed system now?

[Reboot] [ hell 1

5. Installation de pfSense sur la VM (via l'invite de commande)

Selon les versions de pfSense, I'installateur graphique peut étre imparfait. Cela
implique donc de répéter certaines étapes comme la configuration réseau a
travers l'invite de commande apres le reboot.

Pour accéder a la configuration des interfaces, entfrer « n » puis appuyer sur

« entrée ». Taper « vtnetO » et appuyer sur « entrée » pour 'attribuer comme
interface WAN.

21



Network interface mismatch -- RBunning interface assignment option.
vitnet®: link state changed to UP
vtnetl: link state changed to UP

Ualid interfaces are:

utnet® bc 11:33:b1:da (down) VirtID Net g Adapter
vtnetl bc:Z4:11:a3 L :Oc UirtI0 Netwo 1y Adapter

ieed to be s

will not be ly for optionmal interfac , it is typical to

no here and use the webConfigurator to configure ULANs later, if required.

ULANs be 2025-10-17TO7? 3¢ 25+00:00 - php—fpm 42
/rc.linkup . i sent during boot seque
10-171 : } S5+C php—-fpm 423
uring boot

dinkup: Ignoring link ew

are not known, 1 detection can
ection, please disconnect all
to begin the pr

the WAN interf e name or 'a’ for auto-detection
® vtnetl or =10

Faire de méme pour l'interface LAN cette fois-ci, en tapant « vinetO » puis en
appuyant sur entrée.

Enter the WAN interface name or 'a’ for auto-detection
(vtnet® vtnetl or a): vine

Enter the LAN interface name or '’ for auto-detection
?dll'!'!—j' ',,I"i" av It.!i-v- -{"n ! I |-|7 M.j-.‘-l.f‘

(vtnetl a or nﬁthinq if finis
Les interfaces vont étre assignées comme suit, taper « Y » pour confirmer.

The interfaces will be assigned as follows:

WAN ; et®
LAN etl

Do you want to proceed [yinl? y

Dans le menu de pfSense, taper « 2 » puis « entrée » pour accéder a la
configuration des adresses IP des interfaces.

22



amdb4

FreeBSDsamdb4 (pfSense.home.arpa) (ttyvd)
QEMU Guest - Netgate Device ID: »99982dc429f BB5a51
=x» Welcome to pfSense 2.8. .EASE (amd64) on pfSense ==

WAN (wan) stnet®d
LAN (lan) -> vtneti

pf Top
a Filter Logs
>t interface IP addr
admin a unt and
factory defau

recent conf igu

PHP-FPM

Enter an option: zH

Sélectionner la premiére interface pour la configuration en tapant « 1 » puis
« entrée ».

Available interfaces:

| WAN (utnet® dhcp, dhcpb)
2 — LAN (vtnetl - static)

Enter the number of the interface you wish to configure: 1l

Taper « n » puis presser « entrée ».

Available interfaces:

WAN (vtnet® dhcp, dhcpb)
- LAN (vtnetl - static)

Enter the number of the interface you wish to configure: 1

Conf igure IPv4 address WAN interface via DHCP? (y-n)| nll

Taper 'adresse IP préecédemment choisie et presser « entrée ».

Configure IPuv4 address WAN interface wvia DHCP? (ysn) n

[Pu4 address. Press <ENTER> for none:

Renseigner 'adresse de la passerelle par défaut puis « entrée ».

23



For a WAN, enter the new WAN IPv4 upstream gateway address.

For a LAN, prx s (ENTER> for mnone:
160.20.50.1]]

Presser « y » puis « entrée ».

the new WAN IPuv4 upstream gateway a
<ENTER> for none:

Should this gateway be as the default gateway? (ysn)d ul

Taper « n ».

Should this gateway be set as the default gatewau? (usm) uy

Conf igure IPvb address WAN interface wia DHCP67? (y-sm) nI

Presser « enfrée » puis taper « n ».

Enter the new WAN IPub address. Pre {ENTER> for none:

3

Do you want to enable the DHCP server on WAN? (y-snm) nl

Taper « n ».

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) nI

Presser « entrée ».

Please wait while the changes are saved to WAN...
Reloading filter...
Reloading routing configuration...

The IPv4 WAN addr has been

Pre NTER> to continue. .

24



Configurer maintenant la deuxiéme interface. Taper « 2 ».

: wait while the changes are saved to WAN...
vading filter...
Reloading routing configuration...

The 1Pv4 WAN addr has been set to 1f

Pr TER> to conti .
QEMU Gu . Netgate Device ) 199 c4Z29f885a51

=x% Welcome to pfSense Z2.8.1-RELEASE (amdb64) on pfSense sesx

WAN (wan)
LAN (lan)

pf Top
: Filter
interface(s) IP addr
admin account and pi 2) Pl . p
to factory defaults 3) Update from co
Reboot em 4) E le Se
Halt sy 2) = recent
Ping host b ) . PHP-FPM
Shell

Enter an option: ZJj

Taper « 2 ».

Available interfa

(vtnet®
netl - static)

Enter the number of the interface you wish to configure: ZI

DHC

Enter the new LAN IPuv4 address. ress <{ENTER> for none:
.16.0.1-16]]

Presser « entrée » sans renseigner d’adresse.

For a WAN, enter the new LAN IPv4 upstream gateway addr

For a LAN, p T for none:

25




Presser « n ».

Conf igure IPuvb address LAN interface wvia DHCP6? (ysn) nl

Presser « entrée ».

ter the new LAN IPvb addr

(ENTER> for

Presser « n ».

Do you want to enable the DHCP server on LA

Presser « n ».

ou want to enable the DHCP server on LANT (ysn

is DHCPD. ..
Disabling IPwve DHCPD...

) n

Do you want to revert to HTTF as the webConfigurator protocol? (y-sn) nI

La configuration des interfaces WAN et LAN est faite. Presser « entrée » pour

continuer.

> wait while the changes are =
ding filter...
ling routing configuration...

has been set to

the webConfigurato

https:r/172.16.0.1/

INTER> to continue.[j]

26
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the following URL

in your web




Sélectionner « Shell » en pressant « 8 ».

#*x% Welcome to pfSense 2.8.1-RELEASE (amd64) on pfSense s

WAN (wan) -> vtnetd® ->
LAN (lan) -> utneti

pf Top

1nLnr[uL‘ IP addre

admin account an a or( ] e pf tools

to factory defaults Upd co
Reboot system Enable Secure - (sshd)
Halt te re recent configuration
Ping ; tart PHP-FPHM
Shell

Enter an option: 8]

Désactiver pfSense avec la commande suivante : pfctl -d

Enter an option: 8

[2.8.1-RELEASE ]l [root@pfSense.home.arpal-/root:

pfSense est bien désactivé.

If7 8 _1-RFILFASE][root@pfSense.home.arpal /root:
pf disabled
[2.8.1-RELEASE][root@pfSense . home.arpal root:

27



6. Connexion d linterface web de pfSense

Une fois I'installation et la configuration de pfSense effectué, il est possible de
se connecter a l'interface web ci-dessous.

Login to pfSense

SIGN IN

wisé  hitps

Copyright and Trademark Notices.

Copyright® 2004-2016. Electric Sheep Fencing, LLC (ESF). Al Rights Reserved.
Copyright® 2014-2025. Rubicon Communications, LLC d/b/a Netgate ('Netgate’). All Rights Reserved.

Alllogos, text, and content of ESF and/or Netgate, including underlying HTML code, designs, and graphics used and/or depicted herein are
protected under United States and interational copyright and trademark laws and treaties, and may not be used o reproduced without the
prior express written permission of ESF and/or Netgate.

“pfSense" is a registered trademark of ESF, exclusively licensed to Netgate, and may not be used without the prior express written permission
of ESF and/or Netgate. All other trademarks shown herein are owned by the respective companies or persons indicated.

pfSense® software is open source and distributed under the Apache 2.0 license. However, no commercial distribution of ESF and/or Netgate
software is allowed without the prior written consent of ESF and/or Netgate.

ESF and/or Netgate make no warranty of any kind, including but not limited to the implied warranties of merchantability and fitness for a
particular purpose. ESF and/or Netgate shall not be liable for errors contained herein or for any direct, indirect, special, incidental or
consequential damages in connection with the furnishing, performance, or use of any software, information, or material.

Restricted Rights Legend.

No part of ESF and/or Netgate's information or materials may be published, distributed, reproduced, publicly displayed, used to create
derivative works, or translated to another language, without the prior written consent of ESF and/or Netgate. The information contained
herein is subject to change without notice.

Use, duplication or disclosure by the U.S. Government may be subject to restrictions as set forth in subparagraph (c) (1) (i) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD agencies, and subparagraphs (c) (1) and (c) (2) of the
Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for other agencies.

Regulatory/Export Compliance.

The export and re-export of software is controlled for export purposes by the U.S. Goverment. By accepting this software and/or
documentation, Licensee agrees to comply with all U.S. and foreign export laws and regulations as they relate to software and related
documentation. Licensee will not export or re-export outside the United States software or documentation, whether directly or indirectly, to
any Prohibited Party and wil not cause, approve or otherwise intentionally facilitate others in so doing. A Prohibited Party includes: a party in
U.S. embargoed country or country the United States has named as a supporter of international terrorism; a party involved in proliferation;
a party identified by the U.S. Government as a Denied Party; a party named on the U.S. Government's Enemies List; a party prohibited from
participation in export or re-export transactions by a U.S. Government General Order; a party listed by the U.S. Government's Office of Foreign
Assets Control as ineligible to participate in transactions subject to U.S. jurisdiction; or any party that Licensee knows or has reason to know
has violated or plans to violate U.S. or foreign export laws or regulations. Licensee shall ensure that each of its software users complies with
USS. and foreign export laws and regulations as they relate to software and related documentation.
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Un assistant de configuration est censé se lancer lors de la premiere connexion.
Si toutefois ce n’est pas le cas, il est possible de lancer l'assistant dans
« System » puis « Setup Wizard ».

pfsense home.arpa - Wizard: X +

zard.phpixmi=setup_wizard.xml

flisense  sysom -

COMBMUNITY EDITIDN

Advanced
WARNING:

Certificates aweord |8 currentl

General Setup

High Availability

Wizard,-’ { Package Manager

Register
Routing
Update
User Manager ¥Sense® sof

Uzer Password Manager o de guidance t
Logout [admin) e slopped at any

pfSense® software is developed =

Ensuite, se laisser guider par 'assistant durant les 9 étapes. Cliquer sur « next »
pour continuer.
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WARNING:

unt I Insecure, Pasaword |3 currently set to the default value (pfaense)

Cha the pa rd as soor

Wizard / pfSense Setup / @

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the loge image at the top of the screen

pfSense® softy is developed and maintained by Netgate®

Poursuivre en cliquant sur « next ».

Wizard / pfSense Setup/ Netgate® Global Support is available 24/7 7]

Step 10f9

Netgate® Global Suppert is available 24/7

Our 24/7 waorldwide team of suppart engineers are the most qualified

o diagnose your issue and resolve it quickly, from branch office to enterprise

on premises to cloud.

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies around the world choose
Netgate support because

» Support is available 24 hours a day, seven days & week, including holidays

+ Support engineers are located around the world, appert call is mi

g that no

« Dur support engineers hold many prestigicus network engineer certificates and have years of hands-on experience with networking

_'» um|

Renseigner les différentes informations, « hostname », « domain », et DNS puis
cliquer sur « next ».
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Wizard / pfSense Setup/ General Information (]

General Information

On this screen the general pfSense parameters will be set

Hostname pfSense
Name of the firewall host, without domain part
Examples: pfsense, firewall, edgefw
Domain m2llocal

Damain name far the firawall

Examples: home.arpa, example.com

3. The local’ TLD is widely used

vill not network o

The default behavior of the DNS Resclver will ignore manually configured DNS servers for client queriea and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 111
Secondary DNS Server B8.8.8

Override DNS

Allow DNS servers to be overridden by DHCP/PPP on WAN

Renseigner 'adresse du serveur fuseau horaire puis « next ».

Wizard / pfSense Setup/ Time Server Information (7]

Step 3ol 9

Time Server Information

Please enter the time, date and time zone

Time server hostname fr.poal.ntp.org

Enter the hostname (FODN) of the time server

Timazona Europe/Paris -

Lassistant propose également de reconfigurer les interfaces WAN et LAN.
Normalement, ces parties sont donc déja préremplies. Il suffit de vérifier les
infos et de cliquer sur « next ».
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Wizard / pfSense Setup / Configure WAN Interface (2]

. Sepdaoio |
Configure WAN Interface

On this screen the Wide Area Network information will be configured,

Configuration Type Static w~
General configuration
MAC Address

th some cable connections). Enter a MAC address

MTU

00 bytes for all ether connection types will be

MSS

MTU walue in most all cas

Static IP Configuration

IP Address 10.20.50.88
Subnaet Mask 24 ~

Upstream Gateway

DHCP client configuration

QUL IS VST GURTEE 1 LIS SIS UL Y LGS, G U ISUSTY 91U VL GEESE) 89 WIS SULILS GUGITI2 11 QY PauREI ISUSITU.

Pareil ici pour la configuration de l'interface LAN, il suffit de vérifier les infos et
de cliquer sur « next ».

Wizard / pfSense Setup / Configure LAN Interface (7]

Step Sof 9

Configure LAN Interface

Onthis screen the Local Area Network infarmation will be configured.

LAN IP Address f72.16.01
Type dhcp if this interface uses DHCP to obtain its IF address.
Subnet Mask 16 N

Changer le mot de passe admin puis cliquer sur « next ».
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Wizard / pfSense Setup / Change admin Account Password Q

Change admin Account Password

Change the password for the admin account

This account is used to access the GUI, console (if protected), and SSH service (if enabled).
New admin Password | .oceees

Confirm admin Password | oo

Cliquer sur « Reload » pour recharger pfSense avec les nouveaux parameétres.

Wizard / pfSense Setup / Reload configuration (7]

Reload configuration

Click 'Reload' to reload pfSense with new changes

» Reload |

Il est possible de vérifier si des mises & jour de pfSense existent. Cliquer sur
« Finish » pour terminer la configuration.
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Wizard / pfSense Setup / Wizard completed. 7]

Wizard completed.

Congratulations! pfSense is now configured.

Wa recommend that you check to see if there are any software updates available. Keeping your software up to date is ene of the mest important

things you can do to maintain the security of your network
cs-euuwwd-tu'

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all tha people invelved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous)
Anonymous User Survey

Useful resources.

Learn more about Netgate's praduct line, services, and pfSense software from our website

To lean about Netgate appliances and other offers, visit our store
Become part of the pfSense community. Visit our forum
Subseribe to our newsletler for engeing produet information, software announcements and special offers.

7. Configuration des regles

De retour sur le « dashboard », cliquer sur « Firewall » puis « Rules » pour
configurer les regles du pare-feu.

msense yslem = terfaces = Firawall =

COMMUNITY EDITION

Aliases
Status / Dashboard NAT

I Fules I

MName pfSensemZl local Traffic Shaper i WAN
User admin@10.20.30.193 (Local | virtual IPs aha LN
System QEMU Guest

Netgate Device ID; 28b99982ded429f885a51

BIOS Vendor: SeaBl0S

Cliquer sur le bouton « Add » pour créer une nouvelle regle.
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Firewall / Rules / WAN

= 7]
Floating WAN LAN
—
Rules (Drag to Change Order)
=] States Protocol Source Port  Destination Port  Gateway Queue  Schedule Description Actions
X 0/35KiB Reserved " * * * " Block bagon networks o
Mot assigned by IANA
ules ent 5 inte
nnec o erface will

g o

Laisser les options par défaut, dans « Destination Port Range » indiquer les
ports « HTTPS 443 » pour « from » et « to ».

Firewall / Rules/ Edit

== 7]
Edit Firewall Rule

Action

nd reject is that with

rl unreachable fer UDP) is returned to the sender
at iz dropped silently. In sither cas
Disabled [ Disable this rule
Set this option to disable this rule without removing it from the list.
Interface WAN -
hoase the interface from which packets must come to mateh this rul
Address Family IPvd hal
Select the Internet Protocol version this rule applies to
Protocol TCP v
Choose which IP protocaol this rule should matct
Source [

Invert match Any

The Saurce Port Hange for a connaction is typ :al'_. randam and almost never equal to the destination port. In mast cases this setting must remain at
its default value, any

Nommer la regle, par exemple, « Anti-Lockout Rule » puis cliquer sur « save ».



Destination

Destination [ Invert match WAN address w Destination A ! v
Destination Port Range HTTPS (443) v HTTPS (443) -
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Log [0 Leqg packets that are handled by this rule

Hint: the firews

the Statu

Description

be used in the ruleset label and displayed in the

Advanced Options

La regle créée a I'instant apparait dans la liste mais elle n’est pas encore
appliquée. Cliquer sur « Apply Changes » pour appliquer la regle.

Firewall / Rules / WAN =20
Tl l nfigurati a3 been ¢ d +* Apply Changes
e ) y 1" 1
Floating WAN LAN
—

Rules (Drag to Change Order)

il States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X B * Reserved = < < = = Block bogon networks ¢
Not assigned by LANA
0 « 0/0B PvdTCP  * * WAN address 443 (HTTPS) * none Anti-Lockout Rule A 00mx

(3 rsc]3 s @ ouc O roose | ) e | @ o

La régle est bien appliquée. Enfin, cliquer sur « save » pour sauver la
configuration.

Firewall / Rules / WAN E=2e
The changes have been applied succesafully. The firewall rules are now releading in the background. 8
Maniter the filter reload progress.

Floating WAN LAN
—
Rules (Drag to Change Order)
il States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/35KB  * Reserved = ' ‘ ' ' Block bogon networks 58
Not assigned by IANA
0O « 0/0B PvdTCP g WAN address 443 (HTTPS) * none Anti-Lockout Rule JA00m %

D o O o el
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8. Création des interfaces VLAN

Pour créer les interfaces VLAN, cliquer sur « Interfaces » puis « Assignements ».

Flisense

COMMUNITY EDITIDN

Interfaces =

Interfaces / Interfac

(= -
WAN
. LAN
nterface Assignments In sless VLANs QinQ= PPPs GREs GIFs Bridges LAGGs
————
Interface Metwark part
WAN

vinetD (be:24:11:33:b1:da

vtnetl (be24:11:a3:6a:00)

nterfaces that are configured as members of a laggi4) Inmerface will nat be shiowr

Wireleas interfaces must be created on the Wirelezs tab before they can be assigned.

Puis cliquer sur « VLANSs » puis cliquer sur « Add » pour créer des VLANS.

Interfaces / VLANs

nterface Assignments Interface Groups Wireless QinQds PPPs GREs GIFs Bridges LAGGs

VLAN Interfaces

Interface VLAN tag Priority Description Actions

-l-m
e

Sélectionner l'interface « vinel » et le « VLAN Tag » puis cliquer sur « save ».

Interfaces / VLANs / Edit

VLAN Configuration

Parent Interface

VLAN Tag £
2.1Q VLAN tag (between 1 and 4094
VLAN Priority
a ] | Prinsity (hetween [ and 7
Deseription IMPRESSION
A group description may be entered here for administrat

ve reference (not parsed

=
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Interfaces / Interface Assignments

Interface Assignments Interface Groups Wireless VILANS Qin0s PFPs GREs GlIFs Bridges LAGGs

Interface Network port

WAN vinetd (be24:11:33b1:da) v

LAN vtnet] (be:24:11:a3:6a:0c)

Available network ports: VLAN 2 on vtnet] - lan (IMPRESSION) v

Interfaces that are configured as members of a lagg(4) Interface will not be shown,

Wireless interfaces must be created on the Wirelezs tab before they can be assigned.

Interfaces / Interface Assignments

Interface has been added.

Interface Assignments Interface Groups Wireleas VLANMs QinQs PPPs GREs GIFs Bridges LAGGsa
Interface Natwork port
WAN vinetl (be:24:11:33:b1:da) s
LAN winet] (be:24:11:a3:6a:0c) it
OPT1 VLAN 2 on vinet1 - lan {IMPRESSION) v
oPT2 VLAN 3 on vinet] - lan (NAS) v
OPT3 VLAN 4 on vinet1 - lan (GLPI) hd
OPT4 VLAN 5 on vinet1 - lan (DMZ) il T e
OPTS VLAN 6 on vinet1 - lan (BDD) bl m
OPTE WVLAN 7 on vinet1 - lan {Postes Admin) bl m
OFT7 VLAN 8 on vtnet1 - lan (Postes Employes) v
oPTE WLAN 9 on vtnet1 - lan (AD) hal
OFTY WLAN 99 on vinet] - lan (HPV + BACKUF) il

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.



Interfaces / Interface Assignments =@

nterface Assignments nterface Groups Wirgless VLAN=s Qinds PPPs GREs GIFs Eridges LAGGs

Interface Netwark port
WAM vitnetl (be:24:11:33:b1:da) ud
LAN vinet] (be:24:11:a3:6a:0c) bl m
VLAN 2 on vtnet1 - lan (IMPRESSION) hl m
QPT2 VLAN 3 on vtnet1 - lan (NAS) hl m
OPT3 VLAN 4 on vtnet1 - lan {GLPI) Al T Delete
oPT4 VLAN 5 on vinet] - lan (DMZ) M T Doiete
OPTS VLAN & on vtnet] - lan (BDD) bl
OPTE VLAN 7 on vtnet] - lan (Postes Admin) A
GPTY VLAN 8 on vtnet] - lan (Postes Employes) i
OPTH VLAN 8 on vtnet] - lan (AD) haf
OPTS VLAN 99 on vinet - lan (HPY + BACKUR) ol

Pour configurer I'interface, cliquer sur son nom (exemple « OPT1 »). Activer
I'interface en cochant la premiére case « Enable Interface », modifier le nom
pour « VLANZ2 » puis attribuer une adresse IPv4.

Une fois la configuration effectuée, cliquer sur « Save » puis en haut a droite sur
« Apply Changes ».

Interfaces / VLANZ2 (vtnet1.2) == 0

General Crnfimuratinn
Enable Enable interface
—
I Description VLANZ I
Enter a description (name) for the interface here.
1Pvd Conflguratlon Type Static |Pv4 "
IPv6 Configuration Type Mone w
MAC Address
MAC address of a VLAN interface must be set on its parent interface
MTU
If thiz field Iz blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary In some circumstances
MSS

CF connections to the value entered above minus 40 for IPv4 (TCF/IPvd heade

Speed and Duplex

2ad) unless the port this interface conn o has its apeed and duplex forced

Static IPv4 Confiouration

IPv4 Address 176.16.2.254 /| 24 -

IPv4 Upstream gateway Mone i =+ Add a new gateway
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De retour dans I'interface ProxMox, dans la rubrique « Network » créer les
« Linux VLAN ».

imep-grol - Proxmeosx Vieusl B2 % ofSense.m2| loca NE. X B ntallstion p
@ MNon securize hips,1 a0 w2hmcp-grp1:4:11:=conte

x PRDXMD X vitual Envitonment 9.0 3

° Node ‘imeg-grp1’

. r —— Create
Linur: Bridge
1 bare Blnnrd
L VLAN
QWS Bridge =0 Mebwork D
O3 Bond :
OVS IntPort

Typa

Metwork Devic

Network Device
= Network
e — ennd Metwork Device
@ DNS wnibrQ Linu
a5t wmibr nux B =
H br1 Linux: Bridge
4 Options
@ Time
i= System Log
=~ Updates
] Reposilaries
U Firewall

Wami wmibir 1.99 Aulostan

IPAICIDR: 1721699 1724

Gateway (IPwd) 17216 .99 254

IPvEACIDR: Comment VLAN HPY + BACKLUP

Gateway (IPvh):

Either add the VLAN number to an existing interface name, or choose your own name and st the
VLAM raw device (Tor the latter Fupdown] supports WianXy' naming ondy)

@ Help Achvanced

Une fois les « Linux VLAN » créées, cliquer sur « Apply Configuration ».
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Search
j Summary
J Notes

Shell

i System

= Network

# Ceriificates

@ DNS

@ Hosts

& Options

@ Time
System Log

Updates

Create -

Name |

enod

vmbr(
vmbr1
vmbr1.2
vmbr1.3
vmbr1.4
vmbr1.5
vmbr1.6
vmbr1.7
vmbri.8
vmbr1.9
vmbr1.99

Revert Edit Remove Apply Configuration

Alternative Names Type

Active Autostart

enp2s0f3 Network Device No

enx9cBe99579cd9
Linux Bridge
Linux Bridge
Linux VLAN
Linux VLAN
Linux VLAN
Linux VLAN
Linux VLAN
Linux VLAN
Linux VLAN
Linux VLAN
Linux VLAN

Cliquer sur « Yes » pour confirmer.

Yes
Yes
No
No
No
No
No
No
No
No
No

Do you wanl lo apply pending network. changes?

|| No

9. Redirection des ports

Cliquer sur « Add ».

Flisense

COMMUNITY EDITION

Firewall / NAT / Port Forward

Outbound

Dest. Ports NATIP MAT Ports Description Actions

[ oo

o Interface

Protocol Source Address Source Ports Dest. Address

Laisser les options par défaut en veillant que « WAN » est configuré.
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Edit Redirect Entry

Disabled [ Disable this rule

Ne RDR (NOT) [ Dizable redirection for traffic matching this rule

Thiz aption ia rarely needed. Don't use this without thorough knowledge of the implications

Interface WAN w
Ghggae bt ptoitacetbio Do o
Address Family IPvd w

ect the Internet Protocol version this rule

Configurer le port d’acces « 8006 » puis cliquer sur « save ».

Protocal TCP -
Choose which protecel this rule should match. In most cases "TCP" is specified
Source
Destination [ Invert match, WAN sddress ~ / e
Destination port range | Other v 8006 Other
Fram port Custom To port
PRy ey EPrey oo F PP P = L

Redirect target IP

1.12 for IPvd

Redirect target port Other v 8006

'ort Custom

the end port will be

cify the port on the machine with the IP address emered above. In case of a port range, specify th
ally)

ginning port of the ran

Description

No XMLRPC Sync [ Da not automatically sync to other CARP members

This prevents the rule an Master fram automatically syncing to ather CARP members. This does NOT prevent the rule from being averwritten an Slave
NAT reflection Use system default -

Filter rule association Add associated filter rule v

does not work property with Multi-WAN. It will only work an an interface containing the default gat,

Puis cliquer sur « Apply Changes ».

Firewall / NAT/ Port Forward (7]

Port Forward 11l Outhound NPt
o Interface Protocal Source Address Source Ports Dest. Address Dest. Ports NATIP NAT Ports Description Actions
O « 23 waN TGP * * WAN address BO0G 172.16.99.254 8006 Proxmaox raelg

3 ] o | O s J@

La régle a bien été appliquée.
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Firewall / NAT / Port Forward

The changes have bean applie

Monitor the filter reload prog

ccessfully. The firewall rules are now releading in the background

Port F

Outbound

NPt
——

[ Interface  Protocol  Source Address Source Ports
O N *

Dest. Address Dest. Ports ~ NATIP
+ X3 WAN TCP

NAT Ports Description Actions
WAN address 6006 172.16.99.254 8006

Proxmox f@ﬁ

Pisense

MUNITY EDITIDN

Floating LAN VLANZ VLANS VLANG VLANT VLANB VLANG VLANDY
=] States Prolocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/294MiB  * Reserved - ol - = . Block bogon networks %
Mot assigned by |ANA
w BSMIE  IPvATCR . WAN sddress 443 (HTTPS) * none Anti-Lockout Rule GBS 0Omx
v O/0B IPeaTCP  * * 172.16.99.254  B006 * none

NAT Proxmox

47000

Firewall / Rules / VLAN99

Floating

= e
WAN LAN ¥ 2 VLANT VLANA VLANS VLANG VLAN7 VLANB VLANG J g
Rules (Drag to Change Order)
[w] States Protocol Source Port Destination Port Gateway Quaus Schedule

Description Actions

3 i e 1o T



Edit Firewall Rule

Action

Disabled

Interface

Protecol

Source

P

ta that match the criteria specified below.

Hint: the diffe ind reject is that with rej 7 ICMP port ale for UDP) i » the send
whereas with ropped silently. In either discarded.
[ Disable this rule
Set th o disable rule without removing it fror
VLANSD hd
v
cP v
Choose whic
[ Invert match Any bl d ! i

ource Port Range for ual to the desti n most cases this

alue, any,

tion p ng must n

Any

Destination

Destination Port Range

- Destination Addre v

[ Invert match

(other) v

From

cify th

only filtering a

Log

Description

Floating

[ Log packsts that are handled by this rule

cal log space. Danit tur emote syslog server (see

on logging for everything. If doing a lot of logging, consider us

escrintion mav be

entered

ere for administrative reference

sracters will be used Inthe ruleset

ahel and d

A maximum of 5

LAN VLAMZ VLANS VLANA VLANS VLANG VLANT VLANB VLANG VLANDS

Rules (Drag to Change Order)

a States

v 008

Protocol

IPv4 TCP . , e » J

Source Port  Destination Port Schedule Actions

&S EOmx

(3 ] 3 oo J oo | © v | @ cor | @ o

Gateway Queue Description

none



De retour sur le dashboard de Pfsense, on constate que les interfaces sont
créées et opérationnelles.

Flisense

COMMUNITY EDITION

Status / Dashboard + 0

Available Widgets

+ Firewall Lag:

=+ Inte
+ n i
+ SMART Stat
+ System Information + Traffic Graphs
Other dashboard settings are available from the Ger age.

System Information 00 Interfaces o0
Name pfSense.m2| local &k wan 1 10Gbase-T <fullduplex> 10.20.50.88
User adming@10 20 30193 (Loeal Database) 1 10Gbase T cfullduplex nfa
System QEMU Guest 1 10Ghase T <full duplexs 176.16.2.254

Metgate Davice ID: 28b99982de429fBB5a51
T 10Gbase-T <full-duplex= 176.16.3.254
BIOS Vendor: SeaBIOS
Version: rel-1.16.3-0-gabedb701f0a-prebuill gemu.srg 4 10Gbase-T <full-duplexs 176.16.4 254
Release Date: Tue Apr 12014
10Gbase-T <full - 76.16.5.25
Boot Method: BIOS T 10Gba: fuall-duplez: 176.16.5.254
Version 2.8 1-RELEASE (armdtsd) 1 10Gbase T <full duplex- 176.16.6.254
built on Tue Sep 8 18:28:00 CEST 2025 1 106base-T <fulkduglexs 172.16.7 254
FreeBSD 15.0-CURRENT
1 10Gbase-T <full-duplex> 172.16.5.254
i 16 v -
Version information updated at Fri Oct 17 11:51:55 CEST 2025 T 10GbaseT <fulkduplex- 17216.5.254
~
-~ T 10Gbase-T <full-duplex= 172.16.89.254
CPU Type Intel(R) Xeon(R) CPU E5-2650 v2 @ 2.606Hz
2 CPUs - 1 package(s) x 2 core(s)
AES-NI CPU Crypto: Yes (Inactive)
QAT Crypto: No
Hardware crypto Inactive
Kernel PTI Enabled
MDS Mitigation  Inactive
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